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Get your hands on IoT
October 18th 2017, Swiss Cyber Storm, Lucern KKL, cyrill.brunschwiler@compass-security.com

Hacking bIOTech
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> biotech --help

bIOTech Intro
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▪ bIOTech Intro

▪ bIOTech Setup

▪ bIOTech Tampering

▪ ESP32 Advantages over ESP8266

▪ ESP related CVEs, Talks

Agenda
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“The S in IoT stands  

for security.” Tim Kadlec (@tkadlec) 

https://twitter.com/tkadlec
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> biotech -show layout

bIOTech Intro
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> biotech -show sensor 

bIOTech Intro
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> biotech -show amplifier

bIOTech Intro
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> biotech -show systemonchip

bIOTech Intro
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> biotech -show powermgmt

bIOTech Intro
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> biotech -show antenna 

bIOTech Intro
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> biotech -net show

bIOTech Intro
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Configuration Mode (red LED on)

▪ Device is a Wifi AP and DHCP service 

▪ Provides Web GUI for configuration

Measurement Mode (blue LED only on)

▪ Device connects to the configured WLAN SSID

▪ Submits moisture level, battery level and firmware version

Switch to Configuration Mode

▪ Wait until the blue LED is off, press and hold the Config button

▪ Press and release the WakeUp button, wait 2 seconds

▪ Release Config button

> biotech -show opmodes

bIOTech Setup
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1. Login with your credentials to the HACKING-LAB webpage, or create a new account:

https://www.hacking-lab.com

2. Open the IoT devices page and “Register New Device” 

https://www.hacking-lab.com/user/myprofile/iotdevice.html

3. Copy the Token (e.g. ikUQLbIwqSvkJmzAC39Ys2z7AYw74R1E) to the clipboard

> biotech --get-token

bIOTech Setup

https://www.hacking-lab.com/
https://www.hacking-lab.com/user/myprofile/iotdevice.html
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4. Click on the device entry to label it with a human readable text

> biotech --set-speaking-id name

bIOTech Setup
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1. Insert battery an check config mode (red LED on)

2. Connect to the Compass_bIOTech WLAN (Pass: BonsaiBonsai)

3. Browse to the Web UI – http://192.168.4.1/ and enter your own SSID/Password/Token

> biotech -mode config

bIOTech Setup

http://192.168.4.1/
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4. Device will store config and turn-off

> biotech -mode config

bIOTech Setup
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5. Status happily turns green on success

> biotech -status

bIOTech Setup
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What could go wrong?

▪ Access Controls Deficiencies

▪ Network Connectivity Fails

▪ Web Interfaces Issues

▪ Firmware Bugs

▪ Physical Security 

▪ …

… we encourage you to do your own threat modelling.

Maybe with OWASPs ideas on IoT at hand

https://www.owasp.org/index.php/IoT_Security_Guidance

> biotech --do-evil

bIOTech Tampering

https://www.owasp.org/index.php/IoT_Security_Guidance
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UART (3.3V !!!) access to the SoC 

can be enabled by setting a jumper

Various ways of programming and 

dumping are provided by either 

Espressif’s toolchain or third-parties.

Kickstart at 

https://github.com/espressif/esptool

> biotech --connect /dev/ttyUSB0

bIOTech Tampering

Jumper

3.3V UART, GND

https://github.com/espressif/esptool
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> biotech --dump-flash

bIOTech Tampering
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Scrape memory for strings. E.g. the WLAN SSID and password

> biotech --grep-flash

bIOTech Tampering
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It seems like the bIOTech does talk and understand the 

CIO language. It can even adopt to the baud rate ;)

> biotech --talk-to-cio

bIOTech Tampering
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bIOTech Tampering

/* Dumper written in C based on Arduino IDE package  

* http://arduino.esp8266.com/stable/package_esp8266com_index.json

*/ 

// read wlan ssid (location 1 to \0)

if ((i < 32) and esid_stop == false) {

if ((EEPROM.read(i) != '\0')) {

...

// read wlan pass (location 32 to \0)

if ((i >= 32) and (i < 96) and epass_stop == false) {

if ((EEPROM.read(i) != '\0')) {

...

// read webservice token (location 96 to 128)

if ((i >= 96) and (i < 128)) {

token += char(EEPROM.read(i));

}
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How about the Hacking-lab device ID token?

> biotech --connect /dev/ttyUSB0

bIOTech Tampering
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ESP8266 has NO physical security features.

ESP32 could provide

▪Flash Encryption

▪Secure Boot

▪E-Fuses to lock-down JTAG, MAC-Address etc.

However, this is by no means comparable to tamper-

resistance of TPMs and SmartCards

Conclusion
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▪CVE-2017-7185 Mongoose Web Server, Use After Free and DoS

▪CVE-unassigned Mongoose Web Server, Stack Based Overflow

▪Want to hear more on ESP32, ESP8266 and Mongoose OS?

▪Join us for our next Beertalks in Jona and Berne

▪Listen to us at DefCamp 2017 in Bucharest

▪Visit our IoT Security Training (30% discount today)

▪Stay tuned @compasssecurity

More on ESP8266 and ESP32
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Thanks… don’t forget your device


