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start

*ptr
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*ptr

Attacker supplied data
used as wrong type



ret jmp call

branch *fptr

fptr: 0xafe08044

Code

0x8056b30

good_func:0x08056b30
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fptr: 0xafe08044

Code

Corrupted

evil_code:
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0x00000000

0xffffffff

Code

Heap

Stack

call/jmp/ret

attacker
code &

data

attacker
code &

data

<code from binary>

RW-

RW-

R-X
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Thread’s
stack

RW-

Thread’s
stack

RWX

x64 x86
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x86
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x86

rsp

call VirtualProtect
<next instruction>

<ret address>

Caller stack 
frame
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x64 x86
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NO /guard:cf WITH /guard:cf

• call dword ptr [_guard_check_icall_fptr (...)]

• LdrpValidateUserCallTarget kernel32.dll

Added by 
/guard:cf
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• call dword ptr [_guard_check_icall_fptr (...)]

•
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•

•
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Guard CF 
Function 
Table

validFunc1
validFunc2
...
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Guard CF 
Function 
Table

validFunc1
validFunc2
...

CFGBitmap
0110101001011
0010101100101
0101010100101
0101010100111
0110.........
.....
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Guard CF 
Function 
Table

validFunc1
validFunc2
...

CFGBitmap
0110101001011
0010101100101
0101010100101
0101010100111
0110.........
.....
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PAGE_TARGETS_INVALID

PAGE_TARGETS_NO_UPDATE
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return addr. return addr.
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return addr.

return addr.

call printf
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return addr. return addr.

ret
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Idea: Global set of valid jmp/call targets
ENDBRANCH instruction marks indirect call/jmp targets
NOP opcode on legacy systems
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mov rax, qword ptr [h]

mov rax, qword ptr [rax]

mov rcx, qword ptr [h]

call     qword ptr [rax]

…

Hello_say_hello:

endbr

…

# Load object h

# Load Hello v-table 

# Prepare object h as Arg0

# perform indirect call

# call target
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